>

Stephan Lagerholm, Senior DNS Architect
Secure64 Software Corp.




Privately funded, Colorado-based
corporation, founded in 2002

Focused on making the DNS
trustworthy and secure

Secure64 products: ‘DNS
Authority’ , ‘DNS Signer’ &

‘DNS Cache’

Partially funded by the US
Department of Homeland
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* |Pv6 Ready gold.
o All our products.
o AAAA records, IPv6 interfaces, ping6, etc.




>

* DNS maps
* a hostname to an IP-address
* an IP-address to a hosthame

® Contains routing information for other protocols and
systems. (Mail, AD, etc)

o DNS “mandatory” in IPv6, even for internal hosts,
router, switches, etc.

* |Pv6 addresses are 128 bits = Impossible to manually
work with.

® |n the simplest form, just add AAAA records.
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®* Reverse delegation in IPv6 is done in the ip6.arpa
zone.

® |[p6.int deprecated.

o address 4321:0:1:2:3:4:567:89ab would be:

® b.a.9.8.7.6.5.0.4.0.0.0.3.0.0.0.2.0.0.0.1.0.0.0.0.0.0.0.
1.2.3.4.IP6.ARPA.

®* Reverse delegation of just a single /64 would require
4 billion 400 G disks of storage.
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o Dual stack cook book:

* Upgrade OS and Application to IPv6 capable
version.

» Test locally
» Make sure routing works
* Add AAAA record in DNS

® DNS is a key ingredient for a dual stack
Implementation.
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®* The lookup of A versus AAAA records is independent of whether
the DNS packets are carried over IPv4 or IPv6

® There is no way for the authoritative DNS server to know:
»  The IPv4/IPv6 capabilities of the requesting node.
* The IPv4/IPv6 capabilities of the intermediate network
o Typically an IPv6 enabled OS will send AAAA then A.

* Domain completion, A vs. AAAA, different OS have different
ways of handling this. This is a mess!
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o Authoritative side (producer of content)

* |nstead of dual stacking and adding both IPv4 and
IPv6 records in DNS:

® |pv6.google.com
+ Doesn’t break anything for IPv4 clients.

- Double administration of DNS.
- User must know the best current transport method.
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o Authoritative side (producer of content)
® Just respond with AAAA to known Ipv6 networks.
®* Networks have to preregister.

+ Works for everybody including the 0.078% of clients
that have a broken IPv6 connection.

- lpv6 only for preregistered networks. Doesn’t scale.
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e (Caching side (ISP, consumer of content)

If query came in over IPv4
Respond negatively to the AAAA request and wait for the A
request.

Side effects:
Turns off DNSSEC

Turns off IPv6 for that can only do DNS queries over IPv4 (ie
Windows XP)
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o Kaminsky found a problem with DNS that allowed for
cache poisoning.

® The short term solution was to add a patch to do
source port randomization

®* The long term solution is DNSSEC

* Digitally sign zones.

® DNSSEC is a complex standard, ZSK, KSK, rolling
keys, signature expiration times, etc.
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1. Send a query.
2. Send a lot of responses and guess the TX id (and port).
3. If unsuccessful goto 1

Bits of Randomness

Randomness Unpatched Patched DNS
Source DNS

Transaction ID 16 16
Source Port 16

Destination IP (avg)

Capitalization (avg)

Source IP

Total Bits 16 32




Attack Time to Poison

Volume

(pps) Number of random source ports
None 1024 60,000

500 90 seconds 1 day 63 days

5,000 9 seconds 3 hours 6 days

50,000 1 second 16 minutes | 15 hours

Source port randomization
makes the attack more
difficult, doesn’t prevent it

High attack rates are easily
reachable by botnets and
compromised PCs

Patched code has already
been compromised in <10
hours (using 80K-100K pps)

A patient attacker can take
more time to remain
undetected

The patch is a temporary fix — we need a long term solution




Randomness
Source

ID 16
Source Port 16
Destination IP (avg) 2
Capitalization (avg) 8
Source IP 5
Total Bits 47

Can we configure our DNS with
Say 32 IPv6 addresses and let the
Server pick IP-address randomly?

2 =1 bit
4 =2 bit
8 =3 hit
16 = 4 bit
32 =5 bit
64 = 6 bit
128 = 7 bit

256 = 8 bit
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UDP UDP/EDNSO or TCP TCP
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o Multiple IPv6 records, DNSSEC, NAPTR increases
the size of DNS packets

o Some firewalls, such as old versions of Cisco PIX
throw away DNS packets larger than 512 bytes.
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® Static/Stateless/Dynamic

o SLAAC
» Default gateway

* no DNS server (experimental
support in RFC 5006)

* DHCPV6

» New protocol, new ports
(UDP 546, 547)

* DNS server
* no default gateway







* RMvV6TF meeting in Denver, April 215,
» Days to IANA depletion: 583 days.

o TXV6TF meeting in Houston, November 4t
» Days to IANA depletion: 488 days

* |n 196 days the “days to depletion” only moved 95
days.
» Significant slowdown in number of IPv4 addresses
assigned.

* Europe (RIPE) is very slow. Very few allocations
from the Middle East and Eastern Europe.



Questions



