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Reference Materials

ÁDeploying IPv6 in Campus Networks:
http://www.cisco.com/univercd/cc/td/doc/solution/campipv6.pdf

ÁDeploying IPv6 in Branch Networks:
http://www.cisco.com/univercd/cc/td/doc/solution/brchipv6.pdf

ÁCCO IPv6 Main Page: 
http://www.cisco.com/go/ipv6

ÁCisco Network Designs: 
http://www.cisco.com/go/designzone

http://www.cisco.com/univercd/cc/td/doc/solution/campipv6.pdf
http://www.cisco.com/univercd/cc/td/doc/solution/brchipv6.pdf
http://www.cisco.com/go/ipv6
http://www.cisco.com/go/designzone
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The Need For IPv6



© 2006 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 5

IPv6 Provides Benefits Across the Board

Manufacturing

Government
(Federal/Public 

Sector)

Agriculture/

WildlifeTransportation

Health Care

Higher Education/Research Consumer

ÅSet-top boxes

Å Internet gaming

ÅAppliances

ÅVoice/video

ÅSecurity 
monitoring

ÅBuilding sensors

ÅMedia services

ÅCollaboration

ÅMobility

ÅEmbedded devices

Å Industrial Ethernet

Å IP-enabled 
components

ÅDoD

ÅWIN-T

ÅFCS

ÅJTRS

ÅGIG-BE

ÅTelematics

ÅTraffic control

ÅHotspots

ÅTransit services

ÅAnimal tags

Å Imagery

ÅBotanical

ÅWeather 

ÅHome care

ÅWireless asset 
tracking

Å Imaging

ÅMobility
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Monitoring Market Drivers

http://www.potaroo.net/tools/ipv4/

Impact - slow down of  Internet 
growth

Enterprise ïexpanding into      
emerging markets

Address space depletion National IT Strategy

MSFT Vista/W7 & Server 2008

IPv6 ñonò & ñpreferredò by default

Applications only running 
over IPv6 (P2P framework)

U.S. Federal Mandate

IPv6 Task Force and promotion councils: 
Africa, India, Japan, Korea,é

China Next Generation Internet (CNGI) 
project

European Commission sponsored 
projects

Infrastructure Evolution

IP NGN

DOCSIS 3.0, FTTH, HDTV, Quad 
Play

Mobile SP ï3G, WiMax, PWLAN

Networks in Motion

Networked Sensors, ie: AIRS

NAT Overlap ïM&A

http://www.potaroo.net/tools/ipv4/
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Emerging Markets

Human Population Distribution
ÅAsia  60% (China 20%, 
India 16%)
ÅAfrica  12%
ÅEU 11%
ÅNorth America 8%
ÅSouth America 5.3%

IPv4 Address Distribution

ÅNorth America ï55.9%
ÅEurope ï22.5%
ÅAsia ï14%
ÅAfrica ï1.5%

 

kilometer2
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Operating System Support

ÁEvery major OS supports IPv6 today

ÁTop-to-bottom TCP/IP stack re-design

Á IPv6 is on by default and preferred over IPv4 (considering network/DNS/application 
support)

ÁTunnels will be used before IPv4 if required by IPv6-enabled application

ISATAP, Teredo, 6to4, Configured

ÁAll applications and services that ship with Vista/Windows7/Server 2008/R2 support 
IPv4 and IPv6 (IPv6-only is supported)

Active Directory, IIS, File/Print/Fax, WINS/DNS/DHCP/LDAP, Windows Media Services, 
Terminal Services, Network Access Services ïRemote Access (VPN/Dial-up), Network 
Access Protection (NAP), Windows Deployment Service, Certificate Services, SharePoint 
services, Network Load-Balancing, Internet Authentication Server, Server Clustering, etcé

Áhttp://www.microsoft.com/technet/network/ipv6/default.mspx

http://www.microsoft.com/technet/network/ipv6/default.mspx
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Corporate

Backbone

Sub-Company 2

Sub-Company 1

Corp HQ

10.0.0.0 address space

NAT Overlap

ÁMerger and acquisition complexity force many to leave existing IPv4 
address space in place vs. full integration/consolidation

ÁWhen server-to-server or client-to-server service is required then 
single/double static NAT translations are often required

ÁIPv6 can be deployed to enable service access per site and/or per 
application

10.0.0.0 address space

10.0.0.0 address space

Static NAT entries for each 

server X how many??

.3

.21

.3

2001:DB8:1:3::21

2001:DB8:1:2::3

2001:DB8:1:1::3

IPv6 enables the network to provide 

access to services between sites
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IPv6 on the Factory Floor

Motors, Drives, 

Actuators
Robotics 

Sensors

Programmable Logic 

Controllers (PLC)
Human Machine 

Interface (HMI)

PC Based 

Controllers

Back-Office Mainframes 

and Servers (ERP, MES, 

CAPP, PDM, etc.)

Device Level Network

Ethernet

Office Applications, 

Internetworking, Data 

Servers, Storage

Corporate IT Network

IPv6 Enabled

Handheld

Central NMS

Scanner

Wireless IP Video 

Monitoring

Video Feed

Stateless

Autoconfiguration

Mgmt for IPv6

Extranet

Service

Partners (MRO)

IPv6 IPsec

Mobile IPv6

Extend

Ethernet

No NAT/PAT



11© 2008 Cisco Systems, Inc. All rights reserved. Cisco Public

Address 
Considerations
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ULA, ULA + Global or Global

ÁWhat type of addressing should I deploy internal to my network? It 
depends:

ULA-only - Today, no IPv6 NAT is useable in production so using ULA-
only will not work externally to your network

ULA + Global allows for the best of both worlds BUT at a price ïmuch 
more address management with DHCP, DNS, routing and security -
SAS does not always work as it should

Global-only ïRecommended approach but the old-school security 
folks that believe topology hiding is essential in security will bark at this 
option

ÁLetôs explore these optionsé
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Unique-Local Addressing (RFC4193)

ÁUsed for internal communications, inter-site VPNs

Not routable on the Internet ïbasically RFC1918 for IPv6 only better ïless likelihood of 
collisions

ÁDefault prefix is /48

/48 limits use in large organizations that will need more space

Semi-random generator prohibits generating sequentially óuseableô prefixes ïno easy way 
to have aggregation when using multiple /48s

Why not hack the generator to produce something larger than a /48 or even sequential 
/48s?

Is it ólegalô to use something other than a /48? Perhaps the entire space?  Forget legal, is it 
practical?  Probably, but with dangers  - remember the idea for ULA; internal addressing 
with a slim likelihood of address collisions with M&A.  By consuming a larger space or the 
entire ULA space you will significantly increase the chances of pain in the future with M&A

ÁRouting/Security control

You must always implement filters/ACLs to block any packets going in or out of your 
network (at the Internet perimeter) that contain a SA/DA that is in the ULA range ïtoday 
this is the ONLY way the ULA scope can be enforced

ÁGenerate your own ULA: http://www.sixxs.net/tools/grh/ula/ 

Generated ULA= fd9c:58ed:7d73::/48

* MAC address=00:0D:9D:93:A0:C3 (Hewlett Packard)
* EUI64 address=020D9Dfffe93A0C3
* NTP date=cc5ff71943807789 cc5ff71976b28d86

http://www.sixxs.net/tools/grh/ula/



